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1. Moinudn U https://portal.azure.com

2. 1#inuiaen Manage Microsoft Entra ID

3. l#inuadn® + Add uaziaenidi Enterprise Application munn

Home 3

o_CO., Ltd. | Overview
¢ —|— Add ﬁ“ Manage tenants
O overview -
User
BB Preview features el
Group
#. Diagnose and solve problems Proj
Enterprise application
Manage I
App registration -
aa Users
Basic information
ad Groups
g7 1

4. vinwaan Create your own application augiil 2


https://portal.azure.com/

— Microsoft Azure

Home > . CO., Ltd. | Overview >

Browse Microsoft Entra Gallery

-+ Create your own application 27 Got feedback?

The Microsoft Entra App Gallery is a catalog of thousands of ap
application here. If you are wanting to publish an application yc

R Search application Single

gﬂ‘ﬁ 2
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Create your own application X

Rj Got feedback?

If you are developing your own application, using Application Proxy, or want to integrate an
application that is not in the gallery, you can create your own application here.

What's the name of your app?

| Wasabisso \/

What are you looking to do with your application?

O Configure Application Proxy for secure remote access to an on-premises application
(:} Reqgister an application to integrate with Microsoft Entra ID (App you're developing)
@ Integrate any other application you don't find in the gallery (Non-gallery)
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6. wnawnuuliinuaaniiuy Single sign-on sudne uaz 1@an SAML

Home » WasabiSS0

) WasabiSSO | Single sign-on
Enterprise Application

@«

-

Single sign-on

# Overview Single sign-on (550) adds security and convenience when users sign on to applications in Microsoft Entra 1D by enabling
your organization to sign in to every application they use with only one account. Once the user logs into an application, tl
Deployment Plan credential is used for all the other applications they need access ta. Learn more.
# Diagnose and solve problems
Manage H H .
g Select a single sign-on method  Help me decide
HH Properties
8 Owners
N ® Disabled {3 SAML
&, Roles and administrators Single sign-on is not enabled. The user Rich and secure authentication to
won't be able to launch the app from applications using the SAML (Security
& Users and groups My Apps. Assertion Markup Language) protocol.
)
®

Provisioning
¥ Application proxy
C  self-service

Custom security attributes

Security



7. ‘ludauaas Basic SAML Configuration sivinuAanT Edit munwii 5

Set up Single Sign-On with SAML

An S50 implementation based on federation protocols improves security, relizbility, and end user experiences and is easier to
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlD Connect or OAuth. Learn
mare.

Read the configuration guide & for help integrating WasabiS50.

o Basic SAML Confi ti
asic onfiguration 2 Edit
Identifier {Entity ID) Required
Reply URL (Assertion Consumer Service URL)  Required
Sign on URL Optional
Relay State (Optional) Optional
Logout Url (Optional) Optional
qns

8. lvinunsan https://sso.wasabisys.com/saml ludas Identifier (Entity ID) waznsan

https://sso.wasabisys.com/login/callback lugas Reply URL uazna Save



https://sso.wasabisys.com/saml%20ใน
https://sso.wasabisys.com/login/callback%20ใน

Basic SAML Configuration

Save 51'? Got feedback?

Identifier (Entity ID) * @
The unique 1D that identifies your application to Microsoft Entra 10, This value must be unigu
Microsaft Entra tenant. The default identifier will be the audience of the SAML response for IC

https://sso.wasabisys.com/saml

Add identifier

Reply URL (Assertion Consumer Service URL) * @

The reply URL is where the application expects to receive the authentication token. This = als
Consumer Service” (ACS) in SAML

https://sso.wasabisys.com/login/callback vy

Add reply URL
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SAML Certificates

Token signing certificate (/., Edit
I

Status Active

Thumbprint SRR 3 FAFD2B2 1 CFEEBDDEA6500E2ABA5408

Expiration 5/29/2027, 5:26:47 PM

Wotification Email admin® yulesliy nmicrosoft.com

App Federation Metadata Url [ https://login.microsoftonline.com/ae20767b-4009... [ ]

Certificate (Basedd) Download

Certificate (Raw) Download

Federation Metadata XML Download

_ = —

Verification certificates (optional) gf" Edit

Required Mo

Active 0

Expirad 1]
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X Diagnose and solve problems

Overview

Preview features

Manage

&
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11. ¥iannsiaen 7 All application mugi#l 9 uaza@anide application Galui

Users

Groups

External Identities

Roles and administrators
Administrative units
Delegated admin partners
Enterprise applications

Devices

#. App registratiuns(

ldentity Governance
Application proxy

Custom security attributes

£
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All applications

Owned applications

[

L Start typing a display name or application (c

1 applications found

Display name T

Tl Wasabisso
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12. nasanniiuldivinunany App roles uaziaan Create app role

=
II".‘,

| £ Search

| i

&i

-
F.

Overview
Quickstart

Integration assistant

Manage

=
D

®

it

Branding & properties
Authentication
Certificates & secrets
Token configuration
AP| permissions
Expose an AP

App roles

——

WasabiSSO | App roles =

-+ Create app role

App roles

App roles are custom r
as permissions during

How do | assign App
Display name
User

mMsiam_access
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13. Tivinunsendeya Seanaaziiludenviiudesnis uazna Apply

Create app role

Display name * ()

| wasabi-admin

Allowed member types * (D)
{:} Users/Groups

(:) Applications
@ Both {Users/Groups + Applications)

Value * (D

| wasabi-admin

Description * (O

wasabi-admin-group

Do you want to enable this app role? (&

g1l 11
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H WasabiSSO | Overview

Enterprise Application

i

1] . F -

@ Overview Properties

[l Deployment Plan Name ()

#. Diagnose and solve problems | Wasabisso L |
Application ID (3

Manage
| a2992701-fa27-462a-810d-... [ |

Ill -

|l Properties )

P ObjectID @
S Owners | 480a20c-8cf8-438c-ac3b-a.. |

&, Roles and administrators

Getting Started

&8 Users and gmupK

3 Ssingle sign-on

2 Provisioning & 1. Assign users and groups

¥ Application proxy Provide 5pgciﬁf: users and groups access
to the applications

C  Self-service Assign users and groups

Custom security attributes

gﬂ‘l’?‘i 12
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15. Tivinuaaniiuy Add user/group uazpanil none Selected uaz vinnsiaan Tagldauluaasnsmviog
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Add Assignment -
. .

A\ Groups are not available for assignn
the application.

Users

Mone Selected

Select a rale *

MNone Selected
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16. Isfvinunduliiidau Enterprise Application lugauii 2 Aa Attributes & Claims

T Upload metadata file ./ Change single sign-on mode  i= Test this application A Got feedback?

i Overview - - £ edit
Deployment Plan Identifier (Entity ID) https://sso.wasabisys.com/saml

Reply URL (Assertion Consumer Service URL)  httpsy//sso.wasabisys.com/login/callback
# Diagnose and solve problems Sign on URL Optional

Relay State (Optional) Optional
Manage Logout Url (Optional) Optional
Il Properties
& Owners e Attributes & Claims £ cdit

— i

& Roles and administrators givenname User.givenname
& Users and groups surname user.surname

emailaddress user.mail
3 Ssingle sign-on x name user.userprincipalname

Unigue User Identifier user.userprincipalname
2 Provisioning

=
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Manage claim

Save X Discard changes R'j Got feedback?
Name * | groups
MNamespace | Enter a namespace URI

~ Choose name format
Source (@) attribute () Transformation () Directory schema extension
Source attribute

. Claim conditions

Returns the claim only if all the conditions below are met.

o Multiple conditions can be applied to a claim. When adding conditions, order of operation is important. Read the documentation for mere information.

Value

v | | user.assignedroles

User type Scoped Groups Source
| Any e | 1 groups | Attribute
| Select from drop down o | Select groups | Select claim condition source. e |

~  Advanced SAML claims options
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1. Tivinudenadudnldsqe root email 3991

2. ‘lﬁ’vimm?;m?; Settings waziaan SSO (Single Sign On)



$S0 (Single Sign on) [[I27) A

P

-

Looking to add SSO to your Wasabi account?
S30 is an important step in protecting your data. Begin by clicking the button below.

Start S50 Configuration

gﬂ‘?‘i 16
3. Tsviunan Start SSO Configuration
4. Wiinusedeity myorg
Add an Organization Name X

Enter the name to your new organization below. This is a unique identifier that you and your users will use when signing in to SS0.

Mame*

myorg

Cancel Add Organization
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This is a unique identifier that you and your users will use when signing in to SS0.

Organization Name

myorg =2 b 7

SAML Connection

(® IDP Metadata XML () IDP Met

IDP metadata, or identity provider metadata, is an XML document that contains information about an identity IDP met
provider (IdP).

identity

Metadata File*

+ Choose File No file selected

6. l9inuman + Choose File wazlvvinwaan Federation Metadata XML fvinuanaulnansnann
Microsoft Entra ID Aaunting wazlivinunma Save
7. wasantiuludouaes SSO linuaany Create Role iwsnaiisAani3na role 494 Microsoft Entra ID 30
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IDP configuration

You need to configure the below details on IDP

Callback URL https://sso.wasabisys.com/login/callback

Audience https://sso.wasabisys.com/saml

User Pass the user role as a SAML UserAttribute with name as groups
Attributes
Download Wasabi Delete S50
- Metadata Configuration o

In order for S50 roles to work in the Console, they must be assigned to users
within your organization's Identity Provider, and be returned to Wasabi in S50
claims. Without this, we will be unable to match a user with a role.

Create
Role

gﬂ‘l’?‘i 19

8. #aa role Auiivinudeinis

X
Create Role
Mame
wasabi-admin
Cancel MNext
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wasabi-admin

Assign Role Policies

Policies define the actions that a role user can perform and the conditions under which those actio
can take place.

Q, Attach Policy To Role -
Assigned Policies
AdministratorAccess + Mo policies currently attached to this role.
WasabiReadOnlyAccess +
WasabiWriteOnlyAccess +
WasabiFullAccess +
WasabiAdministratorAccess +
WasabiViewBillingAccess +
WasabiModifyBillingAccess +
WasabiViewAuditLogs +

WasabiViewEventMotifications +
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